


  

  
WONDE   TERMS   AND   CONDITIONS   
  

ThLV   AgUeePeQW   deWaLOV   Whe   OLceQce   WRQde   LWd   ("Ze"   RU   ³XV´)   gUaQWV   WR   VchRROV   aQd   XVeUV   (WR   
LQcOXde   SXSLOV,   VWXdeQWV,   WeacheUV   aQd/RU   SaUeQWV   (UVeUV))   aQd   gRYeUQV   WheLU   XVe   Rf   WRQde   
SLQgOe   SLgQ-OQ,   Whe   hWWSV://ZRQde.cRP   ZebVLWe   (SLWe)   aQd   WRQde   aSSV   (ASSV)   WRgeWheU   aOO   
NQRZQ   aV   (WRQde).   B\   VXbVcULbLQg   (bRWh   RQ   a   SaLd   fRU,   fUee   aQd/RU   WULaO   baVLV)   WR   aQd/RU   XVLQg  
WRQde   aQd/RU   Whe   SLWe   aQd/RU   Whe   ASSV,   Whe   VchRROV   aQd   XVeUV   aUe   agUeeLQg   WR   Whe   WeUPV   WhaW   
aSSeaU   beORZ.   
  
1. GENERAL   

  
1.1. Users'   access   Wo   and   Xse   of   Wonde   is   condiWional   on   Wheir   accepWance   and   

compliance   ZiWh   Whe   Werms,   condiWions,   noWices   and   disclaimers   conWained   
ZiWhin   Whis   AgreemenW,   Whe   SiWe   and   Whe   Apps.   

1.2. User's   access   Wo   and   Xse   of   Wonde   consWiWXWes   Wheir   agreemenW   Wo   be   boXnd   
b\   Whe   Terms   and   CondiWions.   If   \oX   do   noW   agree   Wo   an\   of   Whe   Terms   and   
CondiWions,   \oX   mXsW   immediaWel\   cease   Xsing   Wonde.   

1.3. We   reserYe   Whe   righW   Wo   reYise   and   XpdaWe   Whe   Terms   and   CondiWions   aW   an\   
Wime   effecWiYe   on   Whe   daWe   of   posWing   Wo   Whe   SiWe   Whe   neZ   and/or   reYised   
proYisions.   

1.4. All   Users   mXsW   agree   Wo   Whe   Wonde   PriYac\   Polic\   (PriYac\   Polic\).   Access   Wo   
and   Xse   of   Wonde   consWiWXWes   Whe   User's   agreemenW   Wo   be   boXnd   b\   Whe   
PriYac\   Polic\   and   consWiWXWes   Whe   User's   consenW   Wo   Whe   collecWion,   sWorage,   
Xse   and   disseminaWion   of   Whe   User's   personal   informaWion   in   accordance   ZiWh   
Whe   PriYac\   Polic\.   

1.5. All   Schools   mXsW   agree   Wo   compl\   ZiWh   Whe   Terms   and   CondiWions   conWained   in   
Whe   SchedXle   (DaWa   ProWecWion   ZiWh   Schools).   Access   Wo   and   Xse   of   oXr   
prodXcWs   and   serYices,   inclXding   Wonde,   consWiWXWes   Whe   School's   (and   Wheir   
Users')   agreemenW   Wo   be   boXnd   b\   Whe   SchedXle,   and   consWiWXWes   Whe   School's   
consenW   Wo   Whe   processing   and   handling   of   Wheir   Users'   personal   daWa   b\   Xs   in   
accordance   ZiWh   Whe   SchedXle   and   oXr   PriYac\   Polic\.   

1.6. We   agree   Wo   compl\   ZiWh   Whe   Terms   and   CondiWions   conWained   in   Whe   SchedXle   
(DaWa   ProWecWion   ZiWh   Schools).   

  
2. SUBSCRIPTIONS   

  
2.1. In   order   Wo   access   and   Xse   Wonde,   all   Users   mXsW   be   aWWached   Wo   a   school   

Zho   has   a   Yalid   sXbscripWion   or   Wrial.   All   access   and   Xse   of   Wonde   is   sWricWl\   
limiWed   Wo   Whe   User's   sXbscripWion   period   (or   Zhere   applicable,   Wrial   period).     
Unless   agreed   oWherZise   in   ZriWing,   Whe   defaXlW   Wrial   period   for   Whe   Xse   of   an\   
Apps   for   an\   school   shall   be   6   monWhs   from   Whe   daWe   of   iniWial   insWallaWion   and   
Whe   Xse   of   Whe   Apps   shall   be   free   of   charge   for   WhaW   period.    AW   Whe   e[pir\   of   
sXch   Wrial   period,   Wonde   shall   haYe   Whe   righW   Wo   charge   schools   on   a   \earl\   
basis   for   Whe   conWinXed   Xse   of   Whose   Apps   aW   Whe   When   cXrrenW   raWes   pXblished   
from   Wime   Wo   Wime.    An\   failXre   b\   Wonde   Wo   charge   schools   direcWl\   afWer   Whe   
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Wrial   period   shall   noW   prejXdice   or   compromise   Whe   righW   for   Wonde   Wo   direcWl\   
charge   Whe   school   for   sXch   amoXnWs   aW   an\   Wime.     

2.2. If   a   sXbscripWion   period   (or   Zhere   applicable,   Wrial   period)   e[pires   and   Whe   User   
has   noW   applied   for   a   neZ   sXbscripWion   or   paid   for   sXch   sXbscripWion,   When   
Wonde   shall   haYe   Whe   righW   Wo   immediaWel\   WerminaWe   a   school/User's   accoXnW.   

2.3. All   pXpil/child   daWa   Zill   be   aXWomaWicall\   deleWed   b\   Xs   on   Whe   daWe   12   Zeeks   
afWer   Whe   daWe   of   e[pir\   of   a   Wrial   or   sXbscripWion,   if   Whe   school   has   noW   
sXbseqXenWl\   reneZed   Wheir   sXbscripWion   or   Wrial.   

2.4. Unless   e[pressl\   agreed   ZiWh   Xs   in   adYance,   each   school   mXsW   haYe   Wheir   
oZn   separaWe   sXbscripWion   Wo   Wonde,   and   sXbscripWions   cannoW   be   shared   b\   
mXlWiple   schools,   ZheWher   ZiWhin   Whe   same   oZnership,   academ\   WrXsW   or   
federaWion   or   oWherZise.   If   a   school   is   foXnd   Wo   be   sharing   iWs   sXbscripWion   Wo   
Wonde   ZiWh   an\   oWher   school   ZiWhoXW   oXr   prior   permission   iW¶s   accoXnW   ma\   be   
immediaWel\   WerminaWed   b\   Xs.   

2.5. We   reserYe   Whe   righW   Wo   Wemporaril\   sXspend   and/or   cancel   Xnpaid   
sXbscripWions.   

2.6. Once   a   sXbscripWion   is   Waken   oXW   b\   a   School   or   organisaWion,   no   refXnds   Zill   
be   offered   e[cepW   in   Whe   eYenW   Whe   goods/serYices   are   faXlW\   and   cannoW   be   
repaired   or   replaced,   or   oWherZise   in   accordance   ZiWh   applicable   sWaWXWor\   
consXmer   proWecWion   laZs.   

2.7. Users   of   Whe   SiWe   and/or   Apps   are   liable   for   Wheir   oZn   inWerneW   Xsage   and   
mobile   deYice   charges.   IW   is   Whe   responsibiliW\   of   Users   Wo   ensXre   Wheir   
compXWers,   mobile   deYices   and   inWerneW   access   is   sXfficienW   Wo   access   Wonde.   

2.8. An\   User   foXnd   Wo   be   inWenWionall\   misXsing   Whe   SiWe   or   Apps   (e.g.   hacking   or   
sending   fraXdXlenW   resXlWs)   Zill   haYe   Wheir   sXbscripWions   reYoked   ZiWhoXW   
refXnd.   

2.9. Users   mXsW   proWecW   Wheir   Xsernames   and   passZords   from   XnaXWhorised   Xse.   
2.10. We   reserYe   Whe   righW   Wo   leY\   addiWional   charges   for   access   Wo   resoXrces   

be\ond   Whe   scope   of   Whe   iniWial   sXbscripWion.   DiscoXnWs   ma\   be   aYailable   Wo   
Users   Zho   also   sXbscribe   Wo   oWher   prodXcWs   operaWed   b\   Xs,   albeiW   Whese   are   
offered   enWirel\   aW   oXr   discreWion.   

  
3. OWNERSHIP   OF   CONTENT   

  
3.1. All   maWerials   displa\ed   on   Whe   SiWe   and   Whe   Apps,   inclXding   ZiWhoXW   limiWaWion   

all   informaWion,   We[W,   maWerials,   graphics,   sofWZare,   Wools,   resXlWs   deriYed   from   
Whe   Xse   of   sofWZare   and   Wools,   adYerWisemenWs,   names,   logos   and   Wrademarks,   
Whe   SiWe   and   Whe   Apps   (ConWenW)   are   proWecWed   b\   cop\righW,   Wrademark   and   
oWher   inWellecWXal   properW\   laZs   Xnless   oWherZise   indicaWed.   

3.2. Cop\righW   in   Whe   SiWe   (inclXding   We[W,   graphics,   logos,   icons,   soXnds   
recordings,   compXWer   code   and   sofWZare)   and   Whe   ConWenW   is   oZned   or   
licensed   b\   Wonde   LWd   (Compan\   NXmber   08645640).   E[cepW   as   e[pressl\   
aXWhorised   b\   Whese   Terms   and   CondiWions,   or   b\   legislaWion   or   sWaWXWe,   Users   
mXsW   noW   in   an\   form   or   b\   an\   means:   

3.2.1. adapW,   cop\,   reprodXce,   sWore,   disWribXWe,   prinW,   displa\,   perform,   
pXblish   or   creaWe   deriYaWiYe   Zorks   from   an\   parW   of   Whe   ConWenW;   or   
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3.2.2. commercialise   an\   informaWion,   prodXcWs,   or   serYices   obWained   from   
an\   parW   of   Whe   ConWenW.   

3.3. Users   mXsW   noW   modif\,   cop\,   reprodXce,   repXblish,   frame,   doZnload   onWo   a   
compXWer,   Xpload   Wo   a   Whird   parW\,   posW,   WransmiW,   share   or   disWribXWe   Whis   
ConWenW   in   an\   Za\   e[cepW   as   e[pressl\   proYided   for   in   Whese   Terms   and   
CondiWions   or   ZiWh   oXr   e[press   prior   ZriWWen   consenW.   

3.4. Users   mXsW   noW   Xse   Whe   ConWenW   for   commercial   pXrposes   ZiWhoXW   firsW   
obWaining   oXr   prior   ZriWWen   consenW.   

  
4. ACCESS   TO   AND   USE   OF   WONDE   
  

4.1. Users   mXsW   noW   access   or   Xse   Whe   SiWe   or   Whe   ConWenW   in   an\   manner   or   for   
an\   pXrpose   Zhich:   

4.1.1. is   illegal   or   prohibiWed   b\   an\   laZs   WhaW   appl\   Wo   Whe   User;   
4.1.2. YiolaWes   oXr   righWs   in   an\   Za\;   
4.1.3. is   prohibiWed   b\   Whe   Terms   and   CondiWions.   

4.2. Users   mXsW   Wake   Wheir   oZn   precaXWions   Wo   ensXre   WhaW   Whe   process,   Zhich   Whe\   
emplo\   for   accessing   Whe   SiWe   and   Whe   Apps,   does   noW   e[pose   Whem   Wo   Whe   risk   
of   YirXses,   malicioXs   compXWer   code,   or   oWher   forms   of   inWerference,   Zhich   
ma\   damage   Wheir   oZn   compXWer   s\sWem   or   mobile   deYice.   We   do   noW   accepW   
responsibiliW\   for   an\   inWerference   or   damage   Wo   Xsers'   oZn   compXWer   
s\sWems,   mobile   deYices   or   daWa,   Zhich   arises   in   connecWion   ZiWh   Wheir   access   
and/or   Xse   of   Whe   SiWe   and/or   Apps.   

  
5. DISCLAIMER   AND   LIMITATION   OF   LIABILITY   

  
5.1. AlWhoXgh   Ze   haYe   no   reason   Wo   belieYe   WhaW   an\   informaWion   conWained   ZiWhin   

Wonde,   inclXding   oXr   SiWe   and/or   Apps,   is   inaccXraWe,   Ze   do   noW   ZarranW   Whe   
accXrac\,   adeqXac\   or   compleWeness   of   Whe   informaWion,   nor   do   Ze   XnderWake   
Wo   keep   Whe   SiWe   or   Apps   XpdaWed.   

5.2. We   do   noW   accepW   responsibiliW\   for   loss   sXffered   as   a   resXlW   of   \oXr   reliance   
on   Whe   accXrac\   or   cXrrenc\   of   informaWion   conWained   in   Whe   SiWe   or   Apps.   We   
and   oXr   direcWors,   officers,   agenWs,   emplo\ees   and   conWracWors   do   noW   
gXaranWee   or   ZarranW   Whe   SiWe   and   Apps   Zill   be   XninWerrXpWed,   ZiWhoXW   dela\,   
error-free,   omission-free,   or   free   of   YirXses.   The   ConWenW   is   proYided   "as   is"   
ZiWhoXW   ZarranWies   of   an\   kind,   e[press   or   implied,   inclXding   as   Wo   accXrac\,   
Wimeliness   and   compleWeness.   

5.3. NeiWher   Ze,   nor   oXr   direcWors,   officers,   agenWs,   emplo\ees   or   conWracWors   Zill   
be   liable   for   an\   loss   or   damage,   hoZsoeYer   arising   (ZheWher   in   negligence   or   
oWherZise)   in   connecWion   ZiWh   Users'   Xse   of,   and/or   access   Wo,   Wonde,   Whe   
SiWe,   Whe   Apps,   Whe   ConWenW,   or   an\   omissions   from   Whe   ConWenW,   saYe   Zhere   
legislaWion   sWaWes   oWherZise.   
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6. INDEMNITY   
  

All   Users   mXsW   indemnif\   Xs   and   oXr   direcWors,   officers,   agenWs,   emplo\ees   and   
conWracWors   and   keep   Xs   and   all   of   Whem   indemnified   againsW   all   losses,   acWions,   
proceedings,   cosWs,   e[penses   (inclXding   legal   fees),   claims   and   damages   arising   
from   an\   breach   b\   Whe   User   of   Whe   Terms   and   CondiWions.   

  
  
7. TERMINATION   

  
We   ma\   WerminaWe   access   Wo   Whe   SiWe   aW   an\   Wime   ZiWhoXW   noWice.   These   Terms   and   
CondiWions   Zill   neYerWheless   sXrYiYe   an\   sXch   WerminaWion.   

  
8. ADVERTISING   AND   LINKS   TO   OTHER   WEBSITES   
  

8.1. The   SiWe   ma\   conWain   links   Wo   Whird   parW\   siWes   (Linked   SiWes).   Linked   SiWes   are   
noW   Xnder   oXr   conWrol   and   Ze   are   noW   responsible   for   Whe   conWenW   of   an\   Linked   
SiWe.   We   proYide   Whese   h\perlinks   Wo   \oX   as   conYenience   onl\,   and   Whe   
inclXsion   of   an\   link   does   noW   impl\   an\   endorsemenW   of   Whe   Linked   SiWe   b\   Xs   
or   oXr   direcWors,   officers,   agenWs,   emplo\ees   and   conWracWors.   Users   link   Wo   
an\   Linked   SiWes   enWirel\   aW   Wheir   oZn   risk.   

8.2. NeiWher   Ze   nor   oXr   direcWors,   officers,   agenWs,   emplo\ees   or   conWracWors   giYe   
an\   represenWaWion   or   ZarranW\   as   Wo   Whe   reliabiliW\,   accXrac\,   or   compleWeness   
of   an\   Linked   SiWes,   nor   do   Ze   accepW   an\   responsibiliW\   arising   in   an\   Za\   for   
an\   errors   in,   or   omissions   from,   an\   Linked   SiWes.   

  
9. GENERAL   
  

9.1. This   AgreemenW   shall   be   goYerned   b\   and   consWrXed   in   accordance   ZiWh   
English   laZ.   The   coXrWs   of   England   shall   haYe   e[clXsiYe   jXrisdicWion   Wo   
adjXdicaWe   an\   dispXWe   arising   Xnder   or   in   connecWion   ZiWh   Whese   Terms   and   
CondiWions.   

9.2. If   an\   of   Whe   Terms   and   CondiWions   are   held   Wo   be   Xnenforceable,   inYalid   or   
illegal   for   an\   reason,   Whe   remaining   Terms   and   CondiWions   Zill   neYerWheless   
conWinXe   in   fXll   force.   
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SCHEDULE   TO   THE   TERMS   AND   CONDITIONS   
  

DATA   PROTECTION   WITH   SCHOOLS   
  
  
1. DEFINITIONS   

  
1.1. In   Whis   SchedXle,   Whe   folloZing   Werms   shall   haYe   Whe   folloZing   meanings:   

1.1.1. "ConWroller",   "Processor",   "DaWa   SXbjecW",   "Personal   DaWa"   and   
"Processing"   (and   "Process")   shall   haYe   Whe   meanings   giYen   in   
Applicable   DaWa   ProWecWion   LaZ   as   amended   from   Wime   Wo   Wime;   

1.1.2. "Applicable   DaWa   ProWecWion   LaZ"   shall   mean   RegXlaWion   2016/679   of   
Whe   EXropean   ParliamenW   and   of   Whe   CoXncil   on   Whe   proWecWion   of   
naWXral   persons   ZiWh   regard   Wo   Whe   processing   of   personal   daWa   and   on   
Whe   free   moYemenW   of   sXch   daWa,   and   repealing   DirecWiYe   95/46/EC   
(General   DaWa   ProWecWion   RegXlaWion);   

1.1.3. "Compan\"   means   Wonde   LWd   (Compan\   NXmber:   08645640)   Zhose   
regisWered   office   is   aW   FXrlong   HoXse,   2   Kings   CoXrW,   NeZmarkeW,   
SXffolk,   England,   CB8   7SG;   

1.1.4. "School"   means   Whe   releYanW   school   or   esWablishmenW   Xsing   Whe   
ProdXcW;   

1.1.5. ³DaWa´   means   all   Personal   DaWa   shared   or   processed   as   applicable   b\   
eiWher   Whe   daWa   ConWroller   or   Processor.   

1.1.6. "School   DaWa"   means   Personal   DaWa   relaWing   Wo   sWXdenWs,   parenWs   and   
gXardians,   and   sWaff   aW   Whe   School,   and   oWher   daWa   regarding   Whe   
school,   inclXding   \ear   groXp   informaWion;   

1.1.7. ³BXsiness   DaWa´   means   Personal   DaWa   relaWing   Wo   sWaff   aW   Whe   School,   
Whe   Apps   and   Whe   Compan\   Wo   enable   Whe   Compan\   Wo   operaWe   iWs   
bXsiness.    This   inclXdes,   bXW   is   noW   limiWed   Wo,   accoXnW   conWacW   
informaWion,   billing   and   inYoice   informaWion,   sXpporW   cases,   markeWing   
engagemenW   and   anon\mised   prodXcW   Xsage   daWa.   

1.1.8. "ProdXcW"   means   Wonde,   Whe   hWWps://Zonde.com   ZebsiWe   (Whe   ³SiWe´   )   
and   Wonde   apps   (Whe   ³Apps´);   

1.2. A   reference   Wo   ZriWing   or   ZriWWen   inclXdes   fa[es,   emails   and   ZriWing   in   an\   
elecWronic   form.   

  
2. GENERAL   PROVISIONS   
  

2.1. B\   conWinXing   Wo   Xse   Whe   ProdXcW,   and   b\   proYiding   Whe   Compan\   ZiWh   Whe   
School   DaWa,   Whe   School   agrees   Wo   Whe   Werms   of   Whis   SchedXle.   

2.2. The   School   and   Whe   Compan\   acknoZledge   WhaW,   for   Whe   pXrposes   of   
Applicable   DaWa   ProWecWion   LaZ,   Whe   Compan\   is   a   Processor   and   Whe   School   
is   a   ConWroller   in   respecW   of   Whe   School   DaWa   comprising   Personal   DaWa   
described   in   Anne[   A   Wo   Whis   SchedXle   (Whe   ³School   DaWa´).   
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2.3. The   School   and   Whe   Compan\   acknoZledge   WhaW,   for   Whe   pXrposes   of   
Applicable   DaWa   ProWecWion   LaZ,   Whe   Compan\   is   a   ConWroller   in   respecW   of   Whe   
BXsiness   DaWa   comprising   Personal   DaWa   described   in   Anne[   A   Wo   Whis   
SchedXle   (Whe   ³BXsiness   DaWa´).   

2.4. The   Compan\   and   Whe   School   shall   compl\   ZiWh   all   Applicable   DaWa   ProWecWion   
LaZ   in   respecW   of   Whe   Processing   of   Whe   DaWa.   

2.5. The   Compan\   shall   Process   Whe   School   DaWa   as   a   Processor   for   Whe   pXrposes   
described   in   Anne[   A   Wo   Whis   SchedXle   and   oWherZise   sWricWl\   in   accordance   
ZiWh   Whe   insWrXcWions   of   Whe   School   (Whe   "PermiWWed   PXrpose"),   e[cepW   Zhere   
oWherZise   reqXired   b\   an\   EU   (or   an\   EU   Member   SWaWe)   laZ   applicable   Wo   Whe   
Compan\.   

2.6. The   School   hereb\   insWrXcWs   and   aXWhorises   Whe   Compan\   Wo   process   Whe   DaWa   
for   Whe   pXrposes   described   in   Anne[   A   Wo   Whis   SchedXle,   and   as   oWherZise   
reasonabl\   necessar\   Wo   enable   Whe   Compan\   Wo   proYide   Whe   ProdXcW   Wo   Whe   
School.   

2.7. The   School   ZarranWs   and   represenWs   WhaW   iW   has   a   laZfXl   basis   (pXrsXanW   Wo   
Applicable   DaWa   ProWecWion   LaZ)   for   sXppl\ing   all   DaWa   Wo   Whe   Compan\   in   
connecWion   ZiWh   Whe   School¶s   Xse   of   Whe   ProdXcW   and   Whe   laZfXl   Processing   of   
Whe   DaWa   b\   boWh   Whe   School   and   Whe   Compan\   for   Whe   pXrposes   seW   oXW   in   Whis   
paragraph   2.   The   School   shall   indemnif\   Whe   Compan\   againsW   all   cosWs,   
claims,   damages,   e[penses,   losses   and   liabiliWies   incXrred   b\   Whe   Compan\   
arising   oXW   of   or   in   connecWion   ZiWh   an\   failXre   (or   alleged   failXre)   b\   Whe   
School   Wo   haYe   a   laZfXl   basis   for   Processing   DaWa.   

  
  
3. CONFIDENTIALITY   OF   PROCESSING   
  

3.1. The   Compan\   shall   ensXre   WhaW   an\   person   WhaW   iW   aXWhorises   Wo   Process   Whe   
DaWa   (inclXding   Whe   Compan\¶s   sWaff,   agenWs   and   sXbconWracWors)   (an   
"AXWhorised   Person")   shall   be   sXbjecW   Wo   a   sWricW   dXW\   of   confidenWialiW\   
(ZheWher   a   conWracWXal   dXW\   or   a   sWaWXWor\   dXW\   or   oWherZise),   and   shall   noW   
permiW   an\   person   Wo   Process   Whe   DaWa   Zho   is   noW   Xnder   sXch   a   dXW\   of   
confidenWialiW\.   

3.2. The   Compan\   shall   ensXre   WhaW   all   AXWhorised   Persons   Process   Whe   DaWa   onl\   
as   necessar\   for   Whe   PermiWWed   PXrpose.   

  
4. SECURITY   
  

4.1. Taking   inWo   accoXnW   Whe   sWaWe   of   Whe   arW,   Whe   cosWs   of   implemenWaWion   and   Whe   
naWXre,   scope,   conWe[W   and   pXrposes   of   processing   Wo   be   carried   oXW   b\   Whe   
Compan\,   as   Zell   as   Whe   risk   of   Yar\ing   likelihood   and   seYeriW\   for   Whe   righWs   
and   freedoms   of   naWXral   persons,   Whe   Compan\   shall   implemenW   appropriaWe   
Wechnical   and   organisaWional   measXres   Wo   proWecW   Whe   DaWa   from   (i)   accidenWal   
or   XnlaZfXl   desWrXcWion,   (ii)   accidenWal   loss,   alWeraWion,   XnaXWhorised   disclosXre   
or   access,   and   (iii)   an\   oWher   breach   of   secXriW\   ((i),   (ii)   and   (iii)   WogeWher,   a   
"SecXriW\   IncidenW"   in   each   case   appropriaWe   Wo   WhaW   risk.   
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5. SUBCONTRACTING   
  

5.1. The   Compan\   ma\   appoinW   sXb-conWracWors   Wo   carr\   oXW   an\   or   all   of   iWs   
Processing   acWiYiWies   in   accordance   ZiWh   Whe   Werms   of   Whis   paragraph   6.   

5.2. The   School   hereb\   aXWhorises   Whe   Compan\   Wo   appoinW   Whird   parWies   Wo   proYide   
Zeb   and   app   deYelopmenW   serYices   Wo   Whe   Compan\   in   connecWion   ZiWh   Whe   
ProdXcW,   and   Whird   parWies   Wo   proYide   elecWronic   daWa   sWorage   and   Wransmission   
serYices   Wo   Whe   Compan\   in   connecWion   ZiWh   Whe   ProdXcW.   

5.3. The   School   hereb\   aXWhorises   Whe   Compan\   Wo   appoinW   Whe   sXb-conWracWors   
lisWed   in   Anne[   B   Wo   Whis   SchedXle   Wo   carr\   oXW   Processing   acWiYiWies   in   
connecWion   ZiWh   Whe   DaWa.   The   Compan\   shall   Xse   reasonable   endeaYoXrs   Wo   
prompWl\   noWif\   Whe   School   of   an\   changes   Wo   Whe   idenWiW\   of   sXch   Whird   parWies   
from   Wime-Wo-Wime.   

5.4. SaYe   as   permiWWed   b\   paragraphs   6.2   and   6.3,   Whe   Compan\   shall   noW   appoinW   
an\   oWher   sXb-conWracWor   in   connecWion   ZiWh   Whe   processing   of   Whe   DaWa   ZiWhoXW   
Whe   prior   permission   of   Whe   School.   

5.5. Where   Whe   Compan\   appoinWs   a   sXb-conWracWor   pXrsXanW   Wo   Whis   paragraph   6,   
iW   shall   ensXre   WhaW   Whe   Compan\   imposes   daWa   proWecWion   Werms   on   an\   
sXb-conWracWor   iW   appoinWs   WhaW   proWecW   Whe   DaWa   Wo   Whe   same   sWandard   as   Whose   
proYided   for   in   Whis   schedXle,   and   meeW   Whe   reqXiremenWs   of   Applicable   DaWa   
ProWecWion   LaZ.   

5.6. The   Compan\   acknoZledges   WhaW   iW   remains   fXll\   liable   for   Whe   acWs,   errors   or   
omissions   of   an\   of   iWs   sXb-conWracWors   in   respecW   of   Whe   Processing   of   Whe   
DaWa.   

  
6. COOPERATION   AND   DATA   SUBJECTS'   RIGHTS   
  

6.1. The   Compan\   shall   proYide   all   reasonable   and   Wimel\   assisWance   (inclXding   b\   
appropriaWe   Wechnical   and   organisaWional   measXres)   Wo   Whe   School   (aW   Whe   
School¶s   e[pense)   Wo   enable   Whe   School   Wo   respond   Wo:   

6.1.1. an\   reqXesW   from   a   DaWa   SXbjecW   Wo   e[ercise   an\   of   iWs   righWs   Xnder   
Applicable   DaWa   ProWecWion   LaZ   (inclXding   iWs   righWs   of   access,   
correcWion,   objecWion,   erasXre   and   daWa   porWabiliW\,   as   applicable);   and   

6.1.2. an\   oWher   correspondence,   enqXir\   or   complainW   receiYed   from   a   DaWa   
SXbjecW,   regXlaWor   or   oWher   Whird   parW\   in   connecWion   ZiWh   Whe   
processing   of   Whe   DaWa.   

6.2. In   Whe   eYenW   WhaW   an\   sXch   reqXesW,   correspondence,   enqXir\   or   complainW   is   
made   direcWl\   Wo   Whe   Compan\,   Whe   Compan\   shall   prompWl\   inform   Whe   School   
proYiding   fXll   deWails   of   Whe   same   and   Whe   School   shall   proYide   all   reasonable   
and   Wimel\   assisWance   Wo   Whe   Compan\   Wo   enable   Whe   Compan\   Wo   Wake   
appropriaWe   acWion.   

  
7. DATA   PROTECTION   IMPACT   ASSESSMENT   
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7.1. If   Whe   Compan\   belieYes   or   becomes   aZare   WhaW   iWs   Processing   of   Whe   DaWa   is   
likel\   Wo   resXlW   in   a   high   risk   Wo   Whe   daWa   proWecWion   righWs   and   freedoms   of   daWa   
sXbjecWs,   iW   shall   prompWl\   inform   Whe   School   and   proYide   Whe   School   ZiWh   all   
sXch   reasonable   and   Wimel\   assisWance   as   Whe   School   ma\   reqXire   in   order   Wo   
condXcW   a   daWa   proWecWion   impacW   assessmenW   and,   if   necessar\,   consXlW   ZiWh   
iWs   releYanW   daWa   proWecWion   aXWhoriW\.   

  
8. SECURITY   INCIDENTS   
  

8.1. Upon   becoming   aZare   of   a   SecXriW\   IncidenW,   Whe   affecWed   parW\   shall   inform   
Whe   oWher   parW\   ZiWhoXW   XndXe   dela\   and   shall   proYide   all   sXch   Wimel\   
informaWion   and   cooperaWion   as   Whe   oWher   parW\   ma\   reasonabl\   reqXire   
inclXding   in   order   for   Whe   affecWed   parW\   Wo   fXlfil   iWs   daWa   breach   reporWing   
obligaWions   Xnder   (and   in   accordance   ZiWh   Whe   Wimescales   reqXired   b\)   
Applicable   DaWa   ProWecWion   LaZ.   

8.2. The   parWies   shall   each   fXrWher   Wake   all   sXch   measXres   and   acWions   as   are   
reasonabl\   necessar\   Wo   remed\   or   miWigaWe   Whe   effecWs   of   Whe   SecXriW\   
IncidenW   and   shall   keep   Whe   oWher   parW\   Xp-Wo-daWe   aboXW   all   deYelopmenWs   in   
connecWion   ZiWh   Whe   SecXriW\   IncidenW.   

  
9. DELETION   OR   RETURN   OF   DATA   
  

9.1. Upon   ZriWWen   reqXesW   b\   Whe   School,   Whe   Compan\   shall   desWro\   all   DaWa   
(inclXding   all   copies   of   Whe   DaWa)   in   iWs   possession   or   conWrol   (inclXding   an\   
DaWa   sXbconWracWed   Wo   a   Whird   parW\   for   processing).   

9.2. This   reqXiremenW   shall   noW   appl\   Wo   Whe   e[WenW   WhaW   Whe   Compan\   is   reqXired   b\   
an\   EU   (or   an\   EU   Member   SWaWe)   laZ   Wo   reWain   some   or   all   of   Whe   DaWa,   in   
Zhich   eYenW   Whe   Compan\   shall   isolaWe   and   proWecW   Whe   DaWa   from   an\   fXrWher   
processing   e[cepW   Wo   Whe   e[WenW   reqXired   b\   sXch   laZ.   

  
10. INDEMNITY   
  

10.1. Each   parW\   (Whe   "Indemnif\ing   ParW\")   shall   indemnif\   Whe   oWher   (Whe   
"Indemnified   ParW\")   from   and   againsW   all   loss,   cosW,   harm,   e[pense   (inclXding   
reasonable   legal   fees),   liabiliWies   or   damage   ("Damage")   sXffered   or   incXrred   
b\   Whe   Indemnified   ParW\   as   a   resXlW   of   Whe   Indemnif\ing   ParW\'s   breach   of   Whe   
proYisions   of   Whis   SchedXle,   and   proYided   WhaW:   (i)   Whe   Indemnified   ParW\   giYes   
Whe   Indemnif\ing   ParW\   prompW   noWice   of   an\   circXmsWances   of   Zhich   iW   is   
aZare   WhaW   giYe   rise   Wo   an   indemniW\   claim   Xnder   Whis   ClaXse;   and   (ii)   Whe   
Indemnified   ParW\   Wakes   reasonable   sWeps   and   acWions   Wo   miWigaWe   an\   ongoing   
Damage   iW   ma\   sXffer   as   a   conseqXence   of   Whe   Indemnif\ing   ParW\'s   breach.   
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11. LIABILITY   
  

11.1. The   Compan\   shall   haYe   no   liabiliW\   Wo   Whe   School,   ZheWher   arising   in   conWracW,   
WorW   (inclXding   negligence),   breach   of   sWaWXWor\   dXW\   or   oWherZise,   for   or   in   
connecWion   ZiWh:  

11.1.1. loss,   inWercepWion   or   corrXpWion   of   an\   DaWa   resXlWing   from   an\   
negligence   or   defaXlW   b\   an\   proYider   of   WelecommXnicaWions   serYices   
Wo   Whe   Compan\   or   Whe   School;   

11.1.2. an\   loss   arising   from   Whe   defaXlW   or   negligence   of   an\   sXpplier   Wo   Whe   
School;   

11.1.3. damage   Wo   repXWaWion   or   goodZill;   and/or   
11.1.4. an\   indirecW   or   conseqXenWial   loss.   

  
11.2. NoWhing   in   Whis   claXse   shall   limiW   Whe   liabiliW\   of   Whe   Compan\   for   an\   deaWh   or   

personal   injXr\   caXsed   b\   iWs   negligence,   fraXd   or   fraXdXlenW   
misrepresenWaWion,   or   an\   oWher   maWWer   for   Zhich   liabiliW\   cannoW   be   limiWed   or   
e[clXded   as   a   maWWer   of   laZ.   
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ANNE;   A   
  

DaWa   PURFHVVLQJ   DHVFULSWLRQ   
  

This   Anne[   A   forms   parW   of   Whe   Terms   and   CondiWions   and   describes   Whe   Processing   WhaW   Whe   
Compan\   Zill   perform   on   behalf   of   Whe   School.   
  

DATA   SUBJECTS   
  

The   DaWa   Wo   be   processed   concerns   Whe   folloZing   caWegories   of   DaWa   SXbjecWs:   
  

Ɣ PXpils   
Ɣ ParenWs   and   GXardians   
Ɣ SWaff   

  
The   DaWa   is   caWegorised   as   eiWher   School   DaWa   or   BXsiness   DaWa   as   defined   in   SecWion   1   of   
Whe   SchedXle   Wo   Whe   Terms   and   CondiWions.   
  

CATEGORIES   OF   DATA   
  

The   School   DaWa   Wo   be   Processed   concerns,   bXW   is   noW   limiWed   Wo,   Whe   folloZing   caWegories   of   
daWa:   
  

Ɣ School   name   and   conWacW   informaWion   (inclXding   school   posWal   address,   phone   
nXmber   and   email   address),   Weachers¶   names   and   conWacW   informaWion   (inclXding   
phone   nXmbers   and   email   addresses),   pXpils¶   names,   daWes   of   birWh   (opWional)   and   
class   \ear   groXps;   

Ɣ Special   CaWegor\   daWa   of   Users   Zhere   Whe   School   has   deemed   Whis   necessar\   and   
has   ensXred   iW¶s   compliance   ZiWh   ArWicle   9   of   Whe   Applicable   DaWa   ProWecWion   LaZ.   

  
The   BXsiness   DaWa   Wo   be   Processed   concerns,   bXW   is   noW   limiWed   Wo,   Whe   folloZing   caWegories   
of   daWa:   
  

Ɣ School   name   and   conWacW   informaWion   (inclXding   school   posWal   address,   phone   
nXmber   and   email   address),   Weachers¶   names   and   conWacW   informaWion   (inclXding   
phone   nXmbers   and   email   addresses);   

Ɣ DeWails   of   inWeracWions   WhaW   Whe   School   and   iWs   DaWa   SXbjecWs   haYe   ZiWh   Whe   Compan\   
regarding   Whe   ProdXcW,   WogeWher   ZiWh   an\   oWher   informaWion   WhaW   Whe   School   and   iWs   
DaWa   SXbjecWs   choose   Wo   proYide   Whe   Compan\   ZiWh,   for   e[ample,   WhroXgh   
correspondence   and   inWeracWions   ZiWh   oXr   cXsWomer   and   Wechnical   sXpporW   Weams;   

Ɣ InformaWion   collecWed   aXWomaWicall\   relaWing   Wo   Whe   ProdXcW   Wo   inclXde   informaWion   like   
a   Xser¶s   IP   address,   deYice   W\pe,   XniqXe   deYice   idenWificaWion   nXmbers   and   login   
informaWion,   broZser-W\pe   and   Yersion,   Wime   ]one   seWWing,   operaWing   s\sWem   and   
plaWform,   broad   geographic   locaWion   (e.g.   coXnWr\   or   ciW\-leYel   locaWion)   and   oWher   
Wechnical   informaWion;   
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Ɣ InformaWion   collecWed   aXWomaWicall\   relaWing   Wo   Whe   ProdXcW   aboXW   hoZ   a   User¶s   deYice   
has   inWeracWed   ZiWh   Whe   SiWe,   inclXding   Whe   pages   accessed   and   links   clicked,   
doZnload   errors,   lengWh   of   YisiWs   Wo   cerWain   pages,   page   inWeracWion   informaWion,   and   
meWhods   Xsed   Wo   broZse   aZa\   from   an\   page;   
  

The   Wonde   DaWa   Handling   AgreemenW,   and   Whe   Wonde   login   for   schools   also   proYide   
schools   ZiWh   fXrWher   informaWion   and   conWrol   of   Whe   daWa   processed   b\   Wonde.   
  
  

PROCESSING   OPERATIONS/PERMITTED   PURPOSE   
  

The   School   DaWa   Zill   be   obWained,   held   and   Xsed   b\   Whe   Compan\   Wo   enable   Whe   Compan\   Wo   
carr\   oXW   iWs   obligaWions   arising   from   Whe   Terms   and   CondiWions   enWered   inWo   beWZeen   Whe   
School   and   Whe   Compan\   regarding   Whe   Xse   b\   Whe   School   and   iWs   Xsers   of   Whe   ProdXcW,   
inclXding   Whe   SiWe   and   Apps.   
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ANNE;   B   
  

ASSURYHG   SXEFRQWUaFWRUV   
  

For   School   DaWa   
  

  
For   BXsiness   DaWa   
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Name   ProceVVing   Weblink   

Ama]on   Web   SerYices   ElecWronic   daWa   sWorage,   cloXd   
serYer   and   Wransmission   serYice  

hWWps://aZs.ama]on.com   

G-SXiWe   CloXd   ProYider   hWWps://gsXiWe.google.com   

InWercom   Third   ParW\   CXsWomer   SerYice   
PlaWform   

hWWps://ZZZ.inWercom.com   

Name   ProceVVing   Weblink   

Ama]on   Web   SerYices   ElecWronic   daWa   sWorage,   cloXd   
serYer   and   Wransmission   serYice  

hWWps://aZs.ama]on.com   

G-SXiWe   CloXd   proYider   hWWps://gsXiWe.google.com   

InWercom   Third   parW\   cXsWomer   serYice  
plaWform   

hWWps://ZZZ.inWercom.com   

PipedriYe   Third   parW\   cXsWomer   serYice  
plaWform   

hWWps://ZZZ.pipedriYe.com   

Xero   SXpplier   and   cXsWomer   
managemenW   serYice   plaWform   

hWWps://ZZZ.[ero.com   


